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1. Introduction

This user manual details the specific methods for functions such as user
management, project management, equipment management, active
reporting and command issuing of the intelligent identification

management system in ACC.
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2. ACC Registration & Login

2.1. Registration

After entering the correct email account, swipe right to obtain the verification

code. Check your email to retrieve the code, then enter it in the designated field.

Finally, set your desired password and confirm it again to complete the creation

successfully.
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2.2. Login

(1) Account Login: Enter the registered email address and password.

Password Rules: The password must be a combination of letters, numbers, and

special characters, and be 8 to 16 characters long.

If the password is entered incorrectly 5 times in a row, the account will be locked

for 1 hour, and a text message will be sent to the email.
(2) Verification Code Login --- Email Verification Code Login

Registration & Login Verification Code: A maximum of 50 messages can be sent per
day, restricted by IP. If more than 50 messages are sent, a prompt of "frequent
operations" will be displayed, and no more verification codes will be sent on the
same day. At the same time, report to the background to show that the IP has

abnormal operations. The number of times will be reset at 0:00.
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Account Login Verffication Code Login Account Login Verification Code Login

» Swipe right to get the verfical

No account? Go register No account? Go register

3. Main Modules Introduction

ACC cloud management platform main modules brief introduction:

Home: Display overview information of projects, including alarm statistics, device

statistics, project statistics, real-time alarms, project notifications and other contents.

Project: Supports project creation and device addition, enables project sharing or

transfer to other accounts, and provides quick access to map and topology modules.

Batch Config: Batch configurations can be applied to multiple switches, including

VLAN, Loopback Protection, Storm Control and other functions.

Devices: It supports adding and deleting devices, and displays the device list with
device status, IP address, MAC address, serial number (SN) and other information.
Two core buttons are provided: the Monitor button is used to view detailed
information of a single device, including CPU usage, memory usage, port status,
traffic statistics, MAC address table, PoE information table, etc. The Configure
button enables feature configuration on devices, such as VLAN, Speed Limit, Port

Protection, Static Manual LACP, Storm Control and more.

Alerts: Users can view alarm information including alarm type, device IP, device

MAC, alarm details, etc., and acknowledge and handle alarms.

Site Map: Project locations are displayed on the map for quick positioning. Click
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the project icon to enter the device list page, or jump to the topology page to view

network topology.

System Logs: The system records operation logs, including operator account,

operation type, operation content, etc.

Information: It displays project-related operation information such as project
sharing records and project transfer records, as well as ACC platform system

messages including account logouts and more.

3.1. Home

In the Home page, you can have an overview of the projects, the device online

statistics, alerts summary, alert processing statistics, real-time alert etc.
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Top menu bar introduction.
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> Close or expand the menu on the left
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» Protect the session

AURCCRE = =5 £ @umv 1
System unlock/lock

5 System unlock: Default unlocked state, users can perform operations such as

changing functions and saving configurations.



& System lock: If the user does not operate for more than 10 minutes, the
system will automatically lock. After locking, the user can view the system, but

cannot change its functions.

After locking, users need to enter their account password to unlock.

Welcome Back prd

(& Please enter password

We've secured your session while you were away. Please enter
your password to continue.

Close

» Click [ tojump to the system project information page.
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Project Information

‘System information

> Change current user information, password, auto lock time interval and logout.
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Personal Information

L
D)

Change Password
Auto lock setting
Log Out
Account X
* Account: Change Account
* Name: Demo

* Phone Mumber:

* Company Name:

= Company Address:

+1

AurCore

b

(949)688-0722

20472 Crescent Bay Drive Ste 102, Lake

L[o @aldv

\Personal Information

hange Password

Auto lock setting

Log Out




Change Password

Account:
* Verification Code: Enter the verification code

* New Password:  Enter new password

8-16 characters, including letters,

* Confirm Password:  Re-enier new password

Get Verfication Code

numbers, and special characters

[2)
I @Qecddv 22

Personal Information
Change Password
Auto lock setting

Log Out

Auto lock setting

* Auto lock: [ 10 minutes

a




[2)
I @ecadv 32

Personal Information

Change Password

\Auto lock setting

Log Out

() Attention

Are you sure? Log Out?

X
Cancel m

> Click the full-screen T2  button to enter full-screen display mode.
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> Device Overview



Device Overview

326/618

Online F Total

35%

Online Rata

The total devices and online devices displayed in the form of pine.

Alert Summary

Alert Summary

S L

‘ Open Alert | Critical Alert Major Alert

Minor Alert

& 7915 8350 L& 3501 & 53

Display the total number of the alerts, display Open Alert, Critical Alert, Major Alert,

Minor Alert number separately.

» Project Notice

Project Notice

The Industrial-2 project link you handed over to

Demo User(demo2@aurcore.net) is no longer
valid

2026-02-02 13:14:48 UTC+8

Demo User(demoZ2@aurcore.net) has agreed to
the Industrial-1 project you shared

2026-01-30 13:15:33 UTC+8

Display information related to project sharing and transfer between users.

10



» TOP3 Project Device Statistics

Project Device Statistics (TOP3) B Online Count Offline Count

project v [ oorss
prject - N, ©riec! €

Online Count 70

project £ [ '
roject Offline Count

o 10 20 30 ap 50 &0 70 80 90 100

The rank is based on the total number of the devices of the project.

» Project Alert Trends

Project Alert Trends

All w Today ~
30
20 2025-01-02
- Total Alerts 19
]
o1-m 01-02 01-03 -04 01-05 01-0é om-o7 01-08 m-09 0-10 o-n

It is used to view the alarm trend of all devices within a period of time and assess

the health status of projects.

» TOP10 Projects Alert Processing Statistics

Alert Processing Statistics (TOP10} B Acknowledged
Project F
30
B Cpen 12
0
. . ' Acknowledged 6
Project A Project B Project C Project Project E Project F Project G Project H Project | Project )

The rank is based on the total number of the alerts of the project.

»  Alert Type Distribution

Alert Type Distribution All w2 Emergency Alarm b
. - 25
50 = Packet Loss Alarm
0 12 o Aarm Quantity 10 10
19 . . Total Alarm Proportion 1534 .
0 —
Oifline Alert Shift Alarm Loop Alert Packet Loss Alarm  Packet Loss Alarm  Bandwidih Threshold

Display the distribution of various alarm types of projects, and support filtering by
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project name and alarm severity level.

» Real-time Alert

Real-time Alert

¥ Alert Time Alert Type Project Name Device Type Device 1P Severity Device Address
1 20X Unauthorized Access Alert 92.168.1.1
1 Unauthorized Access Alert 19216811
1 s Unauthorized Access Alert w00 Unknown Device 192.168.1.1 No.1529, Qinling Road, Shunde City, Guangdong
1 00X Unauthorized Access Alert 200¢ Unknown Device 92.168.1.1 No.1529, Qinling Road, Shunde City, Guangdong.

Real-time alarm information of the current user's projects is displayed in scrolling
mode, including alarm type, alarm time, device IP, device MAC, device location and

other details.
3.2. Project
> Add project

Click "Add Project" to create a project, before the project added, you should

upload your devices in the form of MAC sheet.

Remarks: The newly added project must contain AurCore switch
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Create Project X

@ @

Add Device Create Project
@ The MAC address table can only upload 1024 entries at once

* Devcie MAC: Click to upload device MAC

Mote: Please download the template file first. When adding data, delete the first line and pay
attention to line breaks and spaces. (Download Here)

MNot Now Next

3 -

Insert Page Layout Formulas Data Review  View Help Q Tell me what you want to do

== X Cut

Eg Cof v
Paste BV
v ~ Format Painter
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B ¥ O

e A A 3=  [£3 Merge & Center v B2 9% 5 903 ConeliverE (FEmy
Formatting v Tabl

>
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Clipboard N Font N Alignment [ Number N Styles
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.
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A | B L @® D E F
# MAC
1 00:E6:07:00:1F:44

G =1 O 3 B
|

Download the device MAC template, and fill the form with device MACs.

Note: No line breaks or spaces shall be included in the input.
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Create Project X

@ @

Add Device Create Project

@ The MAC address table can only upload 1024 entries at once

N\

* Devcie MAC: Click to upload device MAC

Mote: Please download the template file first. When adding data, delete the first line and pay
attention to line breaks and spaces. (Download Here)

MNot Now Next

Upload the device MACs template file and the devices will be listed on the device

list after validation.

Clicking "Device Quantity": Count the number of all devices in the project, and

click to jump to the device list.
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Q intormation -

»  Click the "Map" button will jump to the Floor Map page.
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B system Logs



AURC " RE
@ Home
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= SieMap  FloorMap

» Click the "Topo" button will jump to the Network Topology page.
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> Modify the project: Click the "Edit" button in the menu bar.
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(R Home

Total Projects Total Devices Total Alerts
2 Projecs ,
= 4 44 4532
= satch Config Created by Me(2)  Shared with Me(2)  Shared by Me(2)
b Ll je y y Time Project Acdress Action
# Aers N\

1340 Topo  Eat
. Ses e R 2 Industrial-1 12 m7 2026-01-30 03.:33.53 UTC+1 13406H Maond Map Topo Ect Share
) system Logs
0 informaton
Edit Project *
* Project Name: Industrial-2 1271100
Manager:

Contact Details:
Company Name:
* Time Zone: (UTC+09:00) Seoul w

* Project Address: Seoul 8l 1UU/

* Project Location:

Project Sharing: Share the project with other users for viewing, and set the read-
write or read-only permission, as well as the corresponding time. After the time

expires, the shared user cannot view or operate the project.

AURCCRE = s ® @omw
@ Home
Total Projects E Total Dewces Total Alerts
£ Projects -~
4 44 4532
£ Batch Conig Created by Me(2)  Shared with Me(2)  Shared by Me(2)
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[0 SteMap
System Logs

Information
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Project Sharing

* Recipient Account:

* Project Validity:

Please enter the

* Project Permissions: Q Edit Access

L-an modity the pro

View Only

1 day

recipient's email address

0730

Project Handover: After clicking Project Handover, enter the account of the project

receiver. After the other party confirms the receipt, the project can be handed over

to the receiver.

Note: Handing over a project will transfer all information, including the project,

alarms and operation logs. After the handover, the transferor cannot view the

project information after the handover.

AURCTRE =

Total Projects

4

» Project Name

Created by Me(2)  Shared with Me(2)

Shared by Me(2)

Tota! Devices

44

Project Runtime

17

Total Alerts

4579

Project Address



Project Transfer *

* Recipient Account:  Please enter the recipient's email addre 0/30

Mote: After transfer, this project will be removed from your

list and all backup configurations will be deleted

» Delete project

Project List
Created by Me(3)  Shared with Me(0)  Shared by Me(5) O Enter Project Name + Add Project
# Project Name Device Quantity Alert Quantity Project Creation Time Project Runtime Project Address Action
1 test 526 24591 2025-08-05 04:12:22 UTC+1 129D3H london1 Edit Share ---
2 demaz . 336 2025-08-05 04:12:22 UTC+1 120D3H lendon Edil  Share .-
3 demo3 10 o 2025.07:31 08:08:49 UTC-3 133D18H aurcore Eqit sn Ueense
Transfer

) Attention X

Are you sure you want to delete the test project

This action will unbind all devices, clear project records,
and configuration data. This operation cannot be undone.

Proceed with caution.

Click the "Confirm" button to delete the project immediately. Please operate with

caution.

Total project: Count the number of all projects managed by the account.
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) Home
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Profect Lt
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() Home
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& Progas
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rofect L
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@ Devces
. Project Name Dsvics Quantity  Alert Quantity Time Action
i Alerts v
1 Indusriat2 204 2026.01.30 140417 UTCH8 184D1H seou Map Topo Eat Share -
D stenap - H Indussiriak-1 2 "y 2026-01-30 033353 UTC+ 134D3H WMatrid Map Tope Edi Share

5 SystemLogs

£ information -

Total Alerts: Count the number of alarms in all projects.

AURCCRE = s @ @oemo~ 32

() Home
Total Projects B Total Devices Total Alerts
B Propas
4 44 4532
Eonco o Crstedby Mo SharduiNo) St by W2 .
. P P— cton
i s .
B system Logs -
[ information

Created by me: The project created by the user has all the permissions of the

project.

Projects transferred to me by other users will also appear in my created project list.

2 o5 “a
AURCORE = & & @oemov 3
() rome
Total Projscts Total Devices Tolal Alerts
= P - B
4 44 4532
Project List
= macn conng Created by Me(2) | Shared with Me(2)  Shared by Me(2) ’
2 Devees .
¥ Project Name Device Quantity  Alert Quantity Project Creation Time Project Runtime Propect Address. Action
1 Aens
1 Indusrial-2 15 2204 2026.01.30 1404 17 UTC29 13401H Secul Map Topo Edit Share
3 Sie Map N 2 Ingustnal-1 12 mr7 2026-01-30 03:33:53 UTC+1 1MD3H Madnd Map Topo Edit Share -
B spmemiogs -
0 infomaton -
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Shared with me: Projects shared with me by other users.

-1 s
AURCTRE = & O @omev

() Home

Total Projects Total Devices Total Alerts
= Projects =]

4 a4 4532

Creatad by Ma(2) | Shared with Me(2) | Shared by Me(2)
ol D Project Address Recaived Time Action
it Ak
s 3404 snangnai 20260190099 ASUTCHE Do .

Site Map

5]
£ syssem Logs

£ wtormation

Share by me: The projects | have shared with other users; | can edit the sharing

permissions or stop sharing them.
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®
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() Home

Total Projects Total Devices Total Alerts

4 44 4532

Crealed by Me(2)  Sharsd with Me(2) | Shared by Me(2)

W Froject Name Device Quantity  Alert Quantity  Froject Runtime Project Address Recerved Time Action
£ Al
e O
O stemap
nch 4 ‘ Sea 0
B System Loo:

3.3. Devices

(1) Device List

_ . @ s o
AURCOURE = & @ @oemow 32
() Home
Switch Router Wiraless AP - IPC
& Proecs # g9 # g0 ® g0 # 0/0
= Bakch Contg
ProjectName - ncusirtz — . e (S
. ® oevics pe — Product odet wac - v - e Acton
rserm
Devee Compueer o
# M
@ SteMap D Mob oniior  Conngure

T opage B: oo
Device Type Statistics: By default, it counts routers, switches, APs, IPCs and unknown
devices. All unrecognizable devices are classified as unknown devices. The blue
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color indicates the number of online devices, and the gray color indicates the total

number of devices.

Switch Router Unknown Device Wireless AP IPC

# 4940 ® ® 50 2 o & 0/0
Device list display sorting: switch --- Virtual switch --- Router --- AC controller ----
Wireless AP ---- IP camera --- End Device--- Unknown

> View and search device information by category

Information can be displayed according to Project and device type and device status

Information can be displayed according to Project.

AURCRE = & & @oemo-
o ’ ;kn,w' Device ’ ;\HJ\ B ;uu[r' n \(-;‘Hn less AP b-_ I(;[
.o
Y — i ——. 5 " — -
5 system Loge
 =m—m
e !
e !
Information can be displayed according to device type.
AURCCRE = 6 @ Do 3
® » S 2, =
= Bacnc
7 Davice Type Device name Proguct Model MAC Ld SN Geographic Locato Action
B System Logs
Qe
=
a AIS2002

Information can be displayed according to device status.
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AURCRE

[ Home
Unknown Device

Pa— 3 ®

Batch Config v

Project Name - Industrial2

(& Devices -
Device List
.
Asset List
1 .
it Mens v

Site Map v 2 .

B
B sysemLogs v

=}

Information -

Joen )i

Switch

® 39

Device Type . Swich X

Ena Device
End Device
Swich
Swich
Swten
Swicn
Swich

Swicn

Product Model =

Computer

Mobdile

AES20030

AES2009P

AIS2002

AIS2002

AIS20029

AES2003P

Enter MAC/SN to search and display.

AURC*RE

@ Home
Unknown Device
8 Proecs v 2/4
= Bakn Contig v
Project Name - Industrial-2
2 Devices ~
Device Lst
" 7 Device Type
AssetUst
CeEE
1t Aens >
0 SteMap v 2 . ;l
) system Logs v
Q tormaton
.
Y
S
R
R

» Refresh the device

Switch

® 39

Device name

Ena Device
£nd Device
Switch
Switen
Swich
Switcn
Swicn

Switch

Computer

Mobie

AES2003P

AES2003P

AIS2002

AIS2002P

AES2003P

Router

® o0

Satus: Al

MAC ©

030000

00607030004

00£6:07.03.00:06

00E6:07:03.00

00E607.0300.04

00E607:030008

Router

® /0

Stas® Al
MAC ©
00£6.07.0500.00

030004

00€607.030002

E£607.030004

00.£6:07.03:00.08

Click the button to refresh the device list.
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1721638

1721639

1721633

1721634

1721636

17216310

1721638

1721639

1721633

1721634

1721636

17216310

Wireless AP
o/0

00E607030006

00E607030007

00E607030001

00E607030002

00EG07030004

00E607030008

Wireless AP
0/0

00€607030006

00£607030007

00E607030001

00E607030002

00E607030004

00E607030008

e

6 ® @omv

IPC
& o0

=More v
Geographic Locavor Action
Montor  Configu
Montor Configu
Contgue
Montor  Configure
Montor
Montor  Configure
Montor
or Contgure
& Lu. @ pemo

PC
& o0

Geographic Locatior

Action

Monitor  Configure
Monitor  Configure
Monitor  Configure

Monitor

Monitor

Monttor

tdonttor

Configure:

Configure

Configure

Conngure

Configure



AURCORE = s @ @om~ 3

Home

Unknown Device Swich Router Viseloss AP -
® 5, & g ® 2 & 0
S \
' i * =
.
® Owvce Tree o ProductModet A . " e
-
i3 A
@ stewap . .
B systemLog
== 52

» More Operations

Click more, users can perform operations such as upgrading, authorizing, restarting,

and saving configurations for the device.

— - 2 5.
AURCURE = & @ @oemo
Unknown Device Switch Router Wireless AP =
214 & g9 ® 50 8 5,0 &
Project Name pe: o . s
% Device Type Davice name Proguct Mods: MAC i o Geo
£ A = X
B | o
o s By
m
. A ch AES 20008 ' 2180
= ~ '

One-Click Upgrade:

After selecting the device that needs to be upgraded, users can click on the one
click upgrade button to obtain the firmware of the corresponding device locally for

upgrading; Only supports upgrading switches.
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AURCTRE = 5 ® @oum. u

() Home
Unknown Device Switch Router Wireless AP IPC

B Fuecs . 2/4 # 39 0/0 0/0 & o0

I Baich Config
. (R — Do e (k! o8 s

Device List Ao
" 7 Davice Type Device name Product Mode! Mac P s SN Geo
e-cic: Authorzation
Assel List . A
, N U — ® Cancel Avinorization
T Aerts v = © One-clck Restart
+ AcaVinual Device
B sewa . = o [ EnaDewes Mot 1 one cack BackspContguraton
£ 2 One-clck Restore Configuration
Z) system Logs .
s Swich s 2003 C0EG07030006 1721638 O0EGOT030006
0 mformaton
D = Y Swich 00.E6:07-03.00:07 1721639 OOESOTO30007 Monitor  Configure
5 . . Swich AISZ002 0 EGOT030001 1721833 00EBOT030001 Monitor  Configure
Upgrade Device x
# Device Type Product Model MAC Current Version Latest Version
1 Switch HR-SPL3210-2F BC1F:64:32:23:F1 V2005P10250625 i

Total 1 10/page - < n > Goto 1

Note: One click upgrade can only upgrade online devices, offline devices cannot

use the upgrade function.

Cancel Authorization:
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AURCRE = & 0 (@oem

Unknown Device Switch Router Wireless AP

7 DeviceType  Product Model MAC L= N

" & 8 &

Attention X

Are you sure you want to deauthorize the selected device?

After selecting the device, click on 'Cancel Authorization' to change the device from

authorized to unauthorized status.

Cancel authorization for online devices: The device will change from authorized
green @ to unauthorized yellow. If the device goes back online, it will

automatically trigger an illegal device access alarm.

Cancel authorization for offline devices: The device list will automatically delete the

device, and the device information will not appear in the network topology diagram.

Add virtual devices:
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1 One-click Upgrade

% Export

©@ One-click Authorization
@ Cancel Authorization

() One-click Restart

4+ Add Virtual Device

B One-click Backup Configuration

B One-click Restore Configuration

Click on add virtual device to enter the virtual device information filling interface.

Enter device information, select the upstream device and port that the device is
actually connected to, and you can add a virtual device. After successful addition,

the device will be displayed in the device list and top image.

Add Virtual Device prd

*WVirtual Model Name: Please enter model name

Virtual Device SN: Flease enter the SN

Virtual Device Ownership.  Please enter ownership

* Upstream Device: Please select the upstream device

* UUpstream Device Port:  Please select the uplink device port v

Cancel Confirm
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Select Upstream Device X

Please enter a keyword
# Device Type Product Model MAC Geographic Location Action
1 Switch HR-SPL3210-2F 8C-1F:64:32:17.DF === Select
2 Switch HR-8PL3210-2F 8C-1F.64:52:D9:13 --- Select
3 Switch HR-SPL3210-2F 8C.1F.64.82.D7.CB --- Select
4 Switch HR-SPL3210-2F 8C-1F.64:52:91.6D --- Select
5 Switch HR-8PL3210-2F 8C:1F.64.82.6%D5 --- Select
& Switch HR-SPL3210-2F 8C:1F.64:82:1D:BC --- Select
7 Switch HR-SPL3210-2F BC:1F:64:82:53:8D --- Select
3 Switch HR-5PL3210-2F 8C-1F64:82:07-38 --- Select
9 Switch HR-5PL3210-2F 8C-1F-64:32:60:7TF --- Select

Total 49 10/page ¢ n 2 3 4 5 > Gl 1

Note: This feature is developed specifically for devices without IP that cannot be
displayed in the top image. After manually adding virtual devices, the top image

can fully display the device network architecture.

One-click Backup Configuration

1 One-click Upgrade

% Export

©@ One-click Authorization
Cancel Authorization

One-click Restart

O]
0,
+ Add Virtual Device
B

One-click Backup Configuration

@ One-click Restore Configuration

Select the device that needs to be backed up, enter the name of the backup
document to back up the configuration locally; Suggested file name is product

model + date combination.
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Configuration Backup X

* File Naming:  Please enter the backup file name

Note: If no device is selected, all switch configurations will be backed up by default

Currently, only backup switch configuration documents are supported.

One-Click Recovery Configuration:

* One-click Upgrade

% Export

© One-click Authorization
© Cancel Authorization
) One-click Restart

<+ Add Virtual Device

B One-click Backup Configuration

@ One-click Restore Configuration

Select the device, click on the document to restore the configuration, and confirm

to restore the device configuration.

Restore Configuration X

* Select Configuration File:  Please select the configuratio. .~
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Note: If no device is selected, all switch configurations will be restored by default

Currently only supports restoring switch configuration documents.

» One-click Authorization

Click R [ [ T W EEIV  for devices that have not been selected, and the

system will authorize all unauthorized devices.

Select unauthorized devices and click B=RLEREEFNNNGFEIE The system

will authorize the selected unauthorized devices.

Note: If an unauthorized device triggers an illegal access alarm when accessing, the

system will automatically clear the alarm after authorization.

» Export device list

Click “Export” , the system will export all device information in the device list to

the local in a table format, including offline device and alarm device information.

AURC'RE = P @oen

Unknown Device Switch Rouler Wireless AP PG
2 2/4

® 59 ® g0 2 50 & 00
Project Name - Industaai2 P

% Devics Typs Devics name Product Model MAC © [ SN

B steuap

[D) systemLogs

Q Information
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ju
&

Downloads M

B  Device2025-12-12.xlsx
Open file

See more

» Delete device

Select the device, click “Delete” , the system will delete the device from the device

list
Note: Authorized and online devices cannot be deleted

After an unauthorized device goes offline, the system will automatically delete the

device.

AURC RE

. g

> Device List

Move the mouse to # and display icon information for different device states.
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AURCRE

6 . Swch AIS2002 1721634 00EG07030002 Monltor  Configure

@ Home
Unknown Device Switch Router Wireless AP
8 Poecs ® # g9 ® 00 0/0
3 Bakch Config v
B S - oecete: R B s [
& Devices -~
e \
. 2 Device Type Device name Product Model * MAC © " N Geographic Locatiol Action
——
e
—— - po—— s sos 1]
g
# Aers "
P
D Stemap % 2 At End Device Modile
il
(5 System Logs v
s - e o . S S — o g
Q mtomation |
. swicn AEs20090 x 21638 00€807030007 wontor Contgure
5 . . Swich AIS2002 07.03.0001 1721633 00€607030001 Monitor  Configure

» Sorting method

Default sorting, sorting in ascending or descending order by initials.

AURCRE 6 &® @omv

Unknown Device Switch Router Wireless AP

PC
& Poecs ® 4 ® 3 ® /0 ® 40 & o0

Batch Config

Project Name . Inustnal-2 Device Type Swich X 6 Status: AL S =More v

(@ Dewces
* One-click Upgrade

C Export
*] o
 one ik Adhorzasen

Device Lt = B Devios Type oevice name[=] Product Mode{ - | wdZ]

Asset st
@ Cancel Auhorzaton
% | s €na Devce Computer
1t Aerts g © One-click Restart
+ Ada Virual Devie
¥ 2 e Ena Device Mobte 00E6.07030004
B stewo | mearsssn © e Bacup onturatn
) system Logs D One-click Restore Configueation
s S AES20099 1721638 00£607030006
Q information
Y AEsz000p 00 €607 030007 21639 00E607030007 Montor  Contigure
5 . . Swich AIs2002 1721633 0 Montor
O | Swcn Ais2002 0607030002 1721634 00e607030002 Montor Configure
R ) Swecn Ais20020 00E607030004 1121636 00£607030004 Montor

» Monitor

Click Monitor to view the relevant information of the device.

AURC*RE 6 @ @om.

) Home
Unknown Device Switch Router Wireless AP IPC
& Frogas . 274 ® g9 ® 00 0/0 & o0
= Bakch Config -
ProectName - ncusia2 DevcoType . Swich % =8 P Plase erfer MAGIPISN =
& Devices
" % Device Type Device name * Product Model = MAC * = SN Geographic Locatior Action
nesers
. - Comter oS 07090000
£ A .
[} System Logs -
s - A swicn Aesao0n 1168 ooEso7aRcons Montor  Conture
00 iformation -
% Swin AEs2000 721638 ooEGOT030007 Montor  Gontiure
s - @ Swicn niszo02 wesar 171693 oorsarasant Montar  Contgure
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Display device name, IP address, MAC address, serial number (SN), CPU usage,

memory usage and other information.

— Y an
AURCRE = e List & & @omv 3
@ Home Device Management x
= Projects
Switch ODEGOTO30006 1721638 3 ® Memory (ru] =
S Baton Config - AES20037 00 E607 030006 v " e EWEB Downiink Device
2 Devices
ot Staistcs PodTafc  MACAGIessTable  Alertinformalion  Neighbor Information Table Routing Information Table ~ DOM. FoE
Device L
sset List Ethemet Port Optical

2

] Qe

1 35

afofo!
uog

[-]=
0
B
D
D)
o-
o
B
a o
] @«

£ Qe
A 0:

:G [-]&
Halliof

] @+
‘0

Hn| g
<[

al o] 0]
°Tt Y QCgO0Q0O0C0QO0QCOoQoOoog

(& SysiemLogs % 4w o om 2w oA 3

00 Information . @ Forwarging [ Disconnecied [ Blockes [ Disable #h Ethemet Port [ Optical Port T Upiink Port 4§ PoE

Access the Switch WEB Ul through "“EWEB" .

Remote login device web

Get the downlink devices through “Down Link Devices” .

Downlink Device Details

MAC Address.

00.£6:07:03:00-00

“Port Information” shows the port basic information, such as type, rate, states etc.
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AURC'RE = 6 ® @omev 3
@ Home Device Management >
& Projects

Switch O0E607030006. 1721638 - @ &
3 dewes . g
PoStaistes  PorTrafic  MACAGfressTable  Alrtinformaton  Neghborknfocmation Table  Routing informaton Table  DOM
Device List
Asset Lt Ememet Por Opticat Port

S = ] = N o NoRoRoRoRofaNalafofoNoNaRoRoRafol
fe . DODODOUDOODOODOOOODOOOOOQ

B sysiemLogs

BhAad
0PEE0 PE0Q

%

Q itomation W Fovaraing B8 Discomnected ) Biocke i Dsatie  h Etemet Pot [ Optical Pon T UpinkPon § PoE

“Port Statistics” shows the port packets statistics, such as Received Bytes, Received

Packets, Received Dropped Packets, Received Error Packets etc.

AURCTRE = o 5 ® @oemo~ 52

() Home Device Management x
2 Propcs
Switch N DOEGO7030006 1721638 " - " = =
= Balch Config ~ AESZOO3IF | O0.E6 07 03:00:06 P stion: -+ 0% an EWEB Downlink Device:
(& Devices -
Port Information PONTGANK  MACAOOESSTaDle  AMIMOMTalon  NegNDOrInfomation Table  Roulng Information Tabie  DDM. POE
Dewice List
Asset List # Port Recelved BYtss  Recelved Packets  ReceIved Dopped Packets Recervea Emor Packsts sent Bytes sent Packets Sent Dropped Packets sent Error Packets
% e . 1 Ethemet 1011 21920888 452838 a o 10538718 194030 o o
B stemap . Ememett2 6a31332 107748 o 0 25122962 09181 o 0
3 Ethemet 103 629158 107838 a 0 2572453 sas231 o [
B systemLogs ~
4 Etnemet 1114 o o a o ] o o o
Q0 infomanon
Ememetiis o o a o ] ) o o
5 Ethemet 106 o o a o o o o o
7 EmemetinT o o a o ] ) o o
Ememer e o 0 a o o ) 0 [

“Port Traffic” shows each port historical traffic flow.

. - @ .
AURCCRE = o & £ @omov 12
) Home Device Management %
& Projects
Switch 00E60T030006 1721638 - [n] =
= Baich Conig - AESI003F  MAC OOEEO703D00E ” ation - -- o% an . Do Devce
= Devices - \
Potiomaron  ponsaisecs  [[EIGEEE)  MACAdcressTale  Aerimomaon  Neghoorommaton Tavle  Rousng inormaton Tave  DOM  PoE

Device List

AsserList Pod. Elhemettioit ® Upsiream Rate @ Downsiream Rate
i mens - Rate
0 stemap -
= systemLogs -
L information

"MAC Address Table” shows MAC address of the switch.
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AURCCRE = 5 & @omv 3

R Home Device Management x
= e Switch - (o] =
7 v o e
“Alert Information” shows alarm information of the switch.
AURCTRE = & ® @omv
Device Management
Switch 00700006 (P 1721638 ’ - @ =
: \

40515 UTC+

“Neighbor Information Table” shows neighbor information of the switch.

= o -, P
AURC RE = e & @oumv 33
@ Home Device Management
Switch XEE07030006 1721638 - @ —
& e ” % \ s o
sset List " Chassis ID Port ID Uptime Port Describe System Name System Descripton Management Address Local Port VLAN D

“Routing Information Table” shows routing information of the switch, including

static routing, direct routing, dynamic routing etc.
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AURCORE = & ® @om

@ Home Device Management

Switch 00E607030006 1721638 - @

Routing information Tabie

Asset Lt . Destination Network Subnet Mask Next Hop IP Outintertace Type Of Route status

£ Alers . 1 000 1721631 Etemet1/ng

"DDM" shows optical port information of the switch, including Temperature,

Voltage, Electric Current etc.

AURC RE = 5 @ @om

Device Management

Switch DDEBO7030006 1721638 bt @ =
A % EWEB D 13
Devees N
- B
p— : == T e PR S —_
“PoE” shows port PoE information of the switch
= P “a
AURCORE = 6 @ @owew 3
Gy Home Device Management
Switch QOEGOTOR0006 1721638 - () —
= Balch Config AES2003P 0EE 07030006 0% % - [
@ Devees ~ \
Por informatian ant Stalistic Port Traflic JAC Address Table Aberl infomation Neighbar Informaaion Table Routing Information Tabe ' m
= e = — =
1i Merts ~ Ethernet1/0 . % 54 180 9
D stemap Eihx . 1 1 jh
= 095 Elr . il h
0t Ethw ' "

> Configure

Click Configure to do the relevant configuration of the device.
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AURCRE 6 @ @oeron 1

@ Home
Unknown Device Switch Router Wireless AP IPC
& Proecs - ® ;4 g9 # 90 2 90 & a0
= Baich Conig -
ProjectName | Industrial-2 Device Type . Swich x <8 Stalus: A1 " =M v
& Devices
Devee Lt
# % Davice Type Device name - Product Model = MAC £ P N Geographic Locatior Action
Aeset Ut
. £ Device Computer [T
5 ers .
D st . ;. na Devics obie - Monsor Contiue
£ system Logs -
s e swicn Aesa00n CECOT080005 2638
Q information .
4 O Y Switch AES2003P ODE607030007 Mantor  Configure

The “Port List” section is used to configure the VLAN of ports.

AURC RE s @ @uoemo v 32
@ Home Device Management x
B Projects

Switch \ 00E607030006 1721638 = ()
5 s Np— % «
Batch Contig AEs20039 o0 3 o % et i
@ Devces -
AN . o Port Speed Limit PonProlecton  Staic Link Aggregation  PoE Contguration
Device Lt
Port List e —
st o
i . Port Port status Port Mode #vio T VLAN Untag VLAN Action
B stemsn 5 Ethemett/ovt Forwarsng access 1 £or
[ sysemiogs v Ethemettioz Fowaning access 1 £on
Q information et 103 owardiny access 1 Ean
Ememet1iove access 1 < . £
1 eor

Port Configuration

Port: Ethemet /(i1

“potnatie @D

pogEnavie @D

Cancel

The “VLAN" section is used to create VLAN.
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AURCCORE = 6 & @oumv 3

) Home Device Management *
= Projpcs
Switch ¢ edn 1721638 - . (o]
- . 0% a
= BachConty AEs00y - Mo
2 Devices ~ \
PortLst SmcRoMe  LoopProlction  DHCPSGOOPNG  FONSPeSsOLING  SWAMCOMMOl  POMPOleCON S LNKAQUEQAON  POE CoNfuranon

Device List

mu
Assel List VLAN List

fi Aerts . VLANID VLAN Name untagged Ports Tagged Pens Action
@0 stemap ! default Ethemet 1/0/1-Elhemet 10/52
= SystemLogs -

L Wtamation

Add VLAN

The "Static Route” section is used to add static routing, IPV4 and IPV6 all supported.

AURCRE = 6 & @oemv 3

Q Home Device Management

2 Popes
Switch 2 €at 00E607030006 1721638 o

=5 Batch Config AES2003P % %

@ steMap

£ system Logs

The "Loop Protection” section is used to enable “Loop Protection” for the switch.

. e @@ <

AURCORE = 6 @ @oemv 32
@ Home Device Management x
= Proecs

Switch 2 at O0E607030006 1721638 - @
= Baich Config AES2005P 0E6.07.03.01 % A s
@ Devices

! AN R % ok A

Asset List

i Alerts
D Ssite Map

& systemiogs

Information

The "DHCP Snooping” section is used to configure DHCP trustworthy port for the
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switch. The DHCP Snooping function needs to be turned on before configuring the

trust port.

AURCTRE = 6 & @omov

R Home Device Management x
2 Progcs

Switch # Eat 00607030006 1721638 n @
= Bakch Config v AES2003P 00/£6:07 030005 0% Y el e
@ Devices

t N R P Protec = P ogreg £ Conig

Aottt o
Configu anfiured

1t Aes

afalalalalalalalalalalalalalalalalalala[afa[alafa]a
HOQEOURORYLENREROLORR00R0N

Note: ¥ the uplink port iz not 8 L3 part.the uplink port i selecied by defauit f the device whera the DHCP server i focated is conmacted to a nan upink por, plaase salec the comesponding port Lef clicking with the mouse can perform ‘seloct and ‘uncheck operations
P 5 9 pes

@ SteMap
() systemLogs

) information

The "Port Speed Limit" section is used to set the speed limit for each port.

AURCORE = 6 ® ®omv i

() Home Device Management X

& Projects
Swilch ¢Est S 00EB0T0N00E 1721638 . 3
== gawch Contig v & e 1AC: ODEBOT0300:06 apt - ‘ “ Evies ware
B owees \
Puilsl  VLAN  SiicRowe  LoopProecton  DHCPSwooping  [REENEGE) SomConwol  PodProtecion  SticLmkAggegatin  PoE Confguaton

D U = Configured Resulls.

. o0000000000000000000000000
S booooooooUooooDoDLODoooODU

You can see the configuration result through “Configuration Results” button.

Configured Results

Ingress Rate Limit

The “Storm Control” section is used to set the speed limit of BUM packets for each

port.
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@ Home Device Management *
& Projecs
Swilch 2 Edi SN DOESOT030006 1721638 1 Usage - mory Usay =
= Devices
Polisl VAN SllicRoule  LoopProlecton  DHCRSnooping  Pod Speed Limit PartProteclion  Stalic Link Aggiegation  POE Canfiguration
Device List
sset List Contgured Resuts
Configured  Not Confgured
it derts 13 5 7 8 oM W 5 W W on ;B ¥ BN W B T W N w65 & @5
— #jajalajajajajajalajajajajajajajajajajajajajajajala
B sysemiogs 2 4 8 3 W om WM ® W oW m oM W m W R M ¥ W W L M o# & m E
0 imomason - Emr—r
* Unknown Unicast o s @
* Muticast: ] b @
* Broancast 0 b @

(-]

The “Port Protection” section is used to prohibit communication among the ports

in the same group.

AURCCRE = ‘ 6 ® @omv
@ Home Device Management X
2 Proects

Switch 2 =an 4 COE607030006 P 1721638 2 ® Mer g @
= Baten Contg v AES2003P 00E6:07.03.0006 . o EweB [

(2 Devces

. plo]alafafalalalalalalalalalalalalalalalalalalala]a!
N QORLLODLLDOODOUODUDOLUODoOD

Enable Protecton. ()

The "Static Link Aggregation” section is used to configure manual LACP.

AURCCRE = 5 & @om. i
[ Home Device Management x
& Projects
Switch 2 Eai SH. 0OESDTO30006 P 1721638 CPU Usay - temory Uisax (]

I Gaten Cong . AESZ003P C O0EGOT030008 yrapic Location - o B - e
& Devices

Potlst  VIAN  SwicRose  LoopFrolecion  DHCPSwopng  PoSpeedLmit  StormContol  Pod Profecton
Device Lt
sttt 5 the sum of its mambsr parts.

P mambr perts g down, rafic ks atomatically orwardad through the temaining actve pats, sasuring unilerTupted sever

it mens
B seum o ==
B system Logs. ~ 1 31 5 7 8 M M B W W N A B ¥ B N B B ¥ ¥ & 4 & & @ 5
— plalafala]a]a]afa]afafalala]alalalalalalalalalala]a

(viviwivivivlviviviviviviviviviviviviviviv]viviv]v]v]

2 4 & 8 W W M W W N 2 oM X M N R M W B @ L U ® & 0 2

Select. Ethemet10/1 Ethemet1/2

Aggregabon 10 0

The "PoE Configuration” is used to enable the port PoE function, set the running

time schedule.
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@ Home Device Management %
2 Pojcts
Switch 2 =an 00ES07030006 1721638 - " @
= Batch Config AES20030 00£607030006 a5 o " Bnet Py
@ Devies
o Prot OH png  Port Speed
Device List
Asset Uist Port Link Status Power Supply Status Vottage(v) Currentima) Power(w) Prionty Enavie Schedule Time.
th Aerts < n © set
@ stemap - Ememetion . * s 180 9 nigh «©
B SystemLogs Etheme . st 19 10 on o) -
Q infomation
e . 4 ' oh «© Se
©o o o g n o) -
Foemen ’ » o« se
Emermett 0 g )

@ Attention

Cancel the scheduled task?

Through “Set” button you can make scheduled PoE output, through “Clear” you

can clear the scheduled control.
(2) Asset List
This page counts the asset and equipment list of all projects, and can also be viewed

by project and equipment type.
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AURCORE =

[ Home
Project Name . All Devee Type - Al
= Projeos
=5 Baich Config - " Device Type Device Mogel Quanty
2 Devices ~ 1 Unknown Device 12
Device List 2 Switch AES2001 3
p— 3 Suitch AES2001 2
a swncn AEs2003° s
it Alerts -
s Switch AESa001 2
D ste Map .
& Suitch AESH001P 2
B system Logs “
7 swncn asz002 3
Q0 wntormation -
8 Switch AIS2002P 3
a Suitch AI52004 ]
10 Switch AIS2004P 3
() Home
Project Name Devce Type: Al
& Proecs -
Balch Canig ~ ] Device Type Device Model Quantity
(= Devices - 1 unknown Device - 2
Device List 2 swien AE: 3
_— 3 Suttch AESZO001P 2
4 Router Rauner
fi Aerts .
s Wireless AP Wireless AP
D stemap .
2 system Logs v
00 wiommation -

View by device type

& 2 @om

AURCORE

() Home
Project Name :  Campus-1 Device Type

2 Projects .

I Bak Confg - * Davice Type Davice Modsl Quantity

) Devices - 1 Switen AES2001 3
e Lt z Switcn AESZOOR z
AssetList

i Aerts .

B stemap .

B sysemiogs v

0 intamation .

You can clic to refresh the asset and equipment list
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Device Type . Al “ 0 Export

Project Name : Al

2 Device Type Model Name Quantity
1 Unknown Device --- 512
2 Switch AES2001 1
3 Switch AES2001P 1
4 Switch AES2010P 1
5 Switch AES2011P 1
6 Switch AES4001 2
7 Switch AES4001P 2
H Switch AES4102P 1
9 Switch AIS2001 1
10 Switch AIS2004P 3

Click the button to export the currently displayed asset list to an EXCEL

sheet.

ProjectName = All .~ DeveeType: Al v 7 Export

# Device Type Model Name Quantity
1 Unknown Device 512
2 Switch AES2001 1

3 Switch AES2001P 1
4 Switch AES2010P 1
5 Switch AES2011P 1
6 Switch AES4001 2
7 Switch AES4001P 2
8 Switch AES4102P 1
9 Switch AI52001 1
10 Switch AIS2004P 3

Downloads Qe i:’

B9 Assets2025-12-12.xlsx ]
DOpen file

See more

Asset List displays the device type, name and quantity of asset equipment.
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Device Type

Unknown Device

Switch

Switch

Switch

Switeh

Switeh

Switch

Switch

Switch

Switch

3.4. Alerts

Model Name:

AES2001

AES2001P

AES2010P

AES2011P

AES4001

AES4001P

AES4102P

AI152001

A1S2004P

List all device triggered alarm information.

AURCORE

(Rl Home

B Projects .
Baich Canlig v
Devices -

it Mers -
Aert List

D stemap .

) sysiem Loos v

0 intormaton -

(1) Historical Alerts: Including both unresolved and

AURCRE

A Home

Projects

Bath Contg

@ Devices

15 Alds ~

Alert List

© Stemap .

S sysemiogs v

Intormation v

(=

Historical Alerts  Alert Configuration

Project Name . Al

Aot Time

Unresolved(17) Resolved(4515)

# Alert Type

1 Unauthorized Access Alert

2 norized Access Alert
a Unauthorized Access Alert
] Unaulhorized Access Aled
5 Raulnonized Access Alert
6 Unauthonized Access Alert
7 Access Alert

Historical Alerts  Alert Configuration

Progct Name - All

Alert Time :

Unresolved(17) | Resoived(4515)

. Alert Type

Unauthorized Access Alerl

2 nautharized Access Alert

Unauthorized Access Alert

' Unauthorized Access Alert

5 naANOrzed Access Aler

6 Unauthorized Access Alert
7 aUNOZEd ACCESS Alel
8 Omine Alert

At Type

Saverity

Minor

Minor

Minor

Minor

Mingr

Mingr

Mingr

Alert Type

Seventy

Manor

Mainor

Cattical

A

A

Device Type

Switch

Swilch

Swilch

Unknown Device

End Device

Device Type

Swich

End Device

Unknown Device:

Weeless AP

Severty: Al

Severiy. Al

MAC Address

00.E6.07:0200.03

00.E6.07:03:00.01

Device Type

SN

Q0ES07020003

607020

00 607020004

00.E6.07:0200.08

00.66.07-0200.08

MAC Address

00E6:07.020003

00.£6.07.03.0001

00:£6:07.00:0007

00.£6:07.0200.05

00E607

£60

00.E607:020008

§:07:00.0006
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Device Type

Al

1P Address

1721625

1721627

resolved.

A

1P Address.

1721625

1721633

1721609

Quantity

512

Davice L

6

Device L

]
®
§

Details

Ve d @oemov §

Detaits

Details




AURCRE & @ @omv 3
[ Home
Historical Alerts  Alert Configuration
& Projects .
ot Name: A1 Ay Aa oy Dewceype: A1
= Baten Conng .
R . . —
3 Devices -
Unresoived(17) | Resolved(4515)
2 Aerts .
Alert List # Alert Type Severity Device Type MAC Address. SN 1P Address Davice L Action
0 SteMap " 1 Offine Alert Switch 00 ES07.0300:00 G0ES07030000 1721632 -
o oeniem v 2 [T — w2620 il
9 Offine Aert Criiical Swich O0EE07:02:00:01 00EGOTO20001 1721623 .- Details:

Through the “Detail” button, you can see the alert detailed information.

Unauthorized Access Alert Details.

Project Information
Project Name Indusstrial-1 Project Manager Demo(dema@aurcore net)
Alert ime 2006.06.09 04 16:51 UTC+2 Dismissal Time
Alentea Device Information
Alert Device Type Alert Model Name. AIS2004

Alert Davice Location Alert Davics MAC 00EE0T0200.03
Upstream Device Information

Upstream Gevice Type Switch Upstream Madel Name AIS2004

Upstream Dvics Port Ethemettio2 Upstream Device MAC O0EE07-02 0001

Upstraam Devics Location

Offline Alert Details

Project information

Project Name Industriak-2 Project Manager Dema(cemog@aurcare. net)

Asert ime 2026-06-09 040521 UTC+2 Dismissal Time 2026-06-09 0405:21 UTC#8

Alerted Device Information

Alert Devics Type Asert Mode! Name AIS2002

Alert Device Location Alert Devics MAC O0EE0T:03:00:00

Upstream Device Information

Upstream Device Type Upstream Model Name

Upstream Device Port Upstream Device MAC

Upstream Device Lacation

You can choose to view different Project, Alert Type, Alert Level, Device Type, Alert
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Time and Search by MAC/SN.

Project Mame : [ All -~

Alert Time :

All

demo2

Unresolved(3) test

b3

Sat

demo3
Alert Type : [ All ] Al
Searc All
Offline Alert
Device Location Change Alert
Alert Level : [ All A ]
Unauthorized Access Alert
Alert L Al
Loop Alert
Emergency
Emerg Facket Loss Alert Important
Bandwidth Alert Secondary
Emerg - RAA, A ddrnnn
Device Type : [ All 5 ]
All
Alert Time - {* StartTime -  End Time J Search by MAC/SN
Unknown Device B
€« < 2025 December 2026 January
Switch Sun Mon Tue Wed Thu Fri  Sat Sun Mon Tue Wed Thu Fri
1 2 3 4 5 ] = 2 1
Router
T 3 Q 10 " 12 ]
SN Virtual Switch 14 15 16 17 18 1 20 1 14 15 1B
1 4 25 G 2 2 2 r
sn1 Wireless AP
1 25 26
AC Confroller 4 5 @ 1
54325100009

[ Bearch by MACISH

(2) Alert Configuration

You can configure the alarm types for different projects.
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AURC RE = & @ oem
& Propects
roject Name - Campus-1 Er—
= s g
o Devies . Alort Name Alert Description Alert Statuz Action
€@ =~
v akt @ =
@ =
@ =
€@
@ e
J @ -
0 [ ok
@ e
= o o
AURCRE = T Qo
Historical Alerts ~ Alert Configuration
fect
= Bat
) Devices . Alert Name Alert Description Alert staws Action

NN NEE

Batch Configuration:

After selecting at least one alarm type, click BEg:EERSLLTETIN to  configure

the alarm type, and determine whether to trigger the alarm on the device.

After selecting the device type on the left, click the arrow button in the middle to
move the device to the right, which means that this alarm will not be notified on

this type of device.
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Alert Configuration *

B Alert Device Type 118 Non-alerting Device Types /0

Unknown Device
Switch
Router
Wirtual Switch
Wireless AP

AC Controller -
S >

IPC

End Device

You can also click the middle _ button to move the devices that do not
receive notifications for this alarm back to the left, which means that this alarm wiill

be displayed on this type of device.

Alert Configuration b4
Alert Device Type 07 Mon-alerting Device Types  1/1
Switch Unknown Device
Router

Virtual Switch
Wireless AP
AC Confroller

IPC
|

End Device

Ganeel
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Alert Status: Click =20 @D Enable 40 ingicate whether this type of alarm is

displayed for this project.

The default status is Enable, and a prompt will appear to confirm whether to turn it

off when disabling it.

) Attention X

Are you sure?Close Offline Alert

o

Action: Click “°™2""% to configure this alarm, and the available operations are the

same as those in the Batch Configuration step.

3.5. Floor Plan

(1) Floor Map

All the created projects are listed on the map, you can get a overview of the projects

on the map.

AURCORE = siews  rioeiiap

l AT LN P
@ Home
B Projects - R

= Bunconlg o

2 Devices
3 inausiria-1 2 mr

4 Inausinal-2 15 2204

1 Industriai1 Unautnonzed Access 00E607:020003

2 Industriak2 Unauthorized Access 00.£6.07.03.00.01

3 Campus-1 Unautnonzed Access. 00E607.000007 2026-06-08 150

4 Industrias1 Unautnonzed Access 00E6,07.020005 20260808210

5 Industrial1 Unautnorized Access. 00E07:02000A 20260529210

>  Enter the device list page through clicking the number under the "Device” column.
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AURCCRE

@ Home

& Projects

= Baten Conng

= Devices

it Aerts

0 steMap

AURCRE

@ Home

& Proecs

3 Bawch contg

3 Devices.

# Al

© stemap

B System Logs

Q0 wfomation

= sieMap

Fioos Map

=  Devees DeviceList

Unknown
- 2/2

Device

=

. % Device Type

» Rover

» Wireless AP

3 @ Swich

& swicn

5 @ swmch

6 @ Swich

7 @ s

DOEGOT02.00.03

OOEGOT-03:00:01

Switch
2 55
DevecaType: [Suman X

AES2001R

AES2001

AES2001F

Router
B 44
.5 - SIS A
e e
00.E6.07.00:00:03

00E607.0000:06

00.E6.07.0000.01

00E607.0000:08

00.E6:07.0000:02

00.E6:07.0000:00

00.E6.07.00.00.07

1721603

17216010

1721604

1721602

721608

less AP

Wirel
2 g4

v Piease enler MACIPISN

00EEO7000001
00E607000008
00E607000002
00E607000005

00E607000007

San Francisco

San Francisco

>  Enter the alert list page through clicking the number under the “Alert” column.

AURCRE

@ Home
2 Projects
= Batch Cong
& Devices
1§ Aerts

D stemap

Network Topology
B System Logs

Q mformation

AURCRE

@ Home

B Projects

= Baten Contg

2 Devces

1 Aerts
==l

D Stemap

& system Logs

2 informaon

= sieMap

AetTime:
Unresolved(3)
L
1
2
3

Fioot Map

SanTme - EndTime

Aert Type. Al

Search by MACISN

Minor

MAC Address.
00ES 07000007
00 E607.000006

00 E6:07.0000.04
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> Locate the project from the map through clicking the “Locate” button, when the

project located with blinking.

AURCORE = seww moomw 6 ® Gomyv 3

@ Home

2 Projects

= Bah Conig

& Devices -
it Aerts v B

D stemap

>  Enter the network topology page through clicking the “Topo” button.

AURCORE = swewmn oo 6 ® @oemov 32
G Home
& Popcs -

= Baton Conflg ~

D Devices -~ B
i Aers -
© stemap B
Fioar Map
Nenwon Togoiogy

O sstemiogs

[ Information ~
P —
DOESOT 030001
AURGORE &= s ek ieponny 6 @ @omv 3
@ Home
Project Name - Campus-1 -~ ShowDevkes UnimowsDavcs X <7 MAC:  Please enler MAC/IPISN 7 ColapseAr  Expart v
= Projects -
= Batch Config L
@ Devices «
= - 8
B stemap ~ l
i ==
Network Topology L]
| =
B system Logs - [ ]
b s "
e e
Q nformation - 1 1 .
. v
ST T
L] T =
(0 S el =
l | l l 7 7
- pa— — - o .
o ok — pooncs o —
ST T T i S

> Enter the alert list page through clicking the content under the “Project” , “Alert

Type” , “Device” , "Alarm Type” column.
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AURCORE = sems moono 6 ® @omv
() Home
B Projects v
= Batch Config &
S
o
BSMUIG ~
Floot Map
Network Topology

L information B

s

00E607:030001

00£6.07:000007

00ES07:0200:05

00E6:07.020004

00EE07:0200.08

AURCORE = ses aeiis & @ @ome
(m) Home
Historical Alerts  Alert Configuration
B Projects
— P P * — . =
= Baeh Conflg -
Aenmme: @ sanmes - Eamme | | semcntymacem
[ Devices ~
Unresolved(S) Resolved(432)
i Alens ~
5 p— e — e = e ——— s
. ; N S e werenss | weswwawn | wwas e
B System Logs - 2 Unauthorized Access Alert Minor Switch O0EGOT-020005 C0ES0T020005 1721627 Detals
Q. informaton ~ 3 Unauthorized Access Alert Minor Unknown Device DOESOT-02000A Detais
P T — oor S P — -
6 | st oot IR [ — -
AURCORE = sievs newonopocay s ® @omw 2
(% Home
Project Name ©  Industrial-2 - Show Devices | Umkmown Davks X =7 - MAC Phease enter MACAR/SN ? Collapse A¥ Export «
B Propects ~
= Bawn conng . °
5 Devices v l
i Aerts. ~
I
D Site Map - a
Floar Map
1 B
etk Topoiogy - ==
i i i
 syemios - ] ]
: a
mCaarmmen Privpt L]
0 Information ~ L]
I +
l 7 | i
] -] - -3 E—h
o . = o —

1-
14
1

= T T T T T
— = == 2 2| =

Description of device color status: Red indicates an alarm, gray indicates offline,
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yellow background indicates unauthorized, and blue background indicates

authorized.

List all the device of the project:

Select Core Switch

# Part Device Type

Ethemet1/0r3 Unknown Device - 00.£6.07.0200:04

Etmemen o3 Ena Device Computer COEGDT02:00:06

Ethemet /073 End Device Computer 0OEGDT 020008

Ethemet1/0v2 Uninown Device - 00E6:07:02:00:07

Ethemet 1072 inknawn Device - ©O.E6.07.02.0008

Ethemet /o2 vice 00.E6.07.0200:08

Ememerioz COEGDT0200:03

Etmemetiovz COEGDT02:00:05

©O.E6.07.02.0000

Change the direction of the Topo:

AURCTRE = Topoog & ® @omw 3z

() Home
ProjectMame - Indusirial 2 Show Devices  Unkeawn Davea % =7 wac I 1 % ColapseAl  Export v
& Projecs
= Baich Config
p——
o Devices T
2.
I Aerts :
| o,
© stemap
.
Floor Map —
— B
ok T
- e .
: &
B systemiop - e ™
©—2- ¢
Q infomaticn -
=
a,
e <
o =
—r3
|, —

Click on the device icon to enter the "Device Detail” page.
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Basic device information:

Device Detail
. = Switch  sn: 00ES07030002
AIS2002 MACT DD'EE07-0300:02
| Occupancy Rate
CPU Usage ®  Memory Usage

0% 4%

| Port Information
Ethemet Port Optical Port
2 4 6 8 10
agajaja
ggog o

9

@ Forwarding [ Disconnected [ Blocked [l Disable

Port List:

Device Detall

. +Switch s 00E607030002 1P 1721634
AI52002 MAC 00607030002

Geograpic Location ---

| Occupancy Rate
CPU Usage ®  Memory Usage
o% ~
| Port Information
Ememet Port Optical Port
2« 6 s 10
oooo o
aooo o

B Fowarang [ Disconnected [l Blocked [} Disadle

| PortList
Port Port Status. Port Mode PVID
Ethemettion Forwarding access 1
Ethemnet1/0r2 Forwaroing access. 1
Ethemetnod Oeconnecied access 1
Ethemettiovd Dsconnecied access 1
1P 172.16.3.4

Geographic Location: - - -

@ Ethernet Port [l Optical Port > Uplink Port % PoE
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| Port List

Port Port Status
Ethernet1/0/3 Forwarding
Ethernet1/0/4 Disconnected
Ethemnet1/0/5 Disconnected
Ethernet1/0/6 Disconnected
Ethernet1/0/7 Disconnected
Ethernet1/0/8 Disconnected

Alert Information:

| Alert Information

Alert Type

Offline Alert
Offline Alert
Offline Alert
Offline Alert
Offline Alert
Offline Alert
Offline Alert
Offline Alert
Offline Alert

Offline Alert

3.6. System Logs

Port Mode

ACCEeSS

access

ACCEeSS

access

access

access

PVID

Alert Status

Resolved

Resolved

Resolved

Tag VLAN

Untag VLAN Action

- Edit
--- Edit
--- Edit
--- Edit
--- Edit

=== Edit

Alert Time

2026-06-08 21:05:15 UTC+2
2026-06-03 21:04:34 UTC+2
2026-06-0120:2210 UTC+2
2026-05-29 21:0410 UTC+2
2026-05-28 05:06:23 UTC+2
2026-05-28 05:05:35 UTC+2
2026-05-27 08:01:26 UTC+2
2026-05-27 08:00:35 UTC+2
2026-05-27 07:59:45 UTC+2

2026-05-26 18:53:57 UTC+2

Operation log: Display the operation records of the personnel under this user.
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AURCORE = & @ @omv

() Home
OperatonType Al Cperation Time:
B FProjecs v
= Batcn Config # Operator Operation Account Operation Type Operation Event Operation Time
& Devices ~ 1 Demo demoggaurcore net Login Logi succeeded 2026-06-13 09.20.18 UTCs8
f Aens . 2 Demo demaigaurcore net Device Deauthorization of device for Iindusirial-1], 00 £607.02.00:08] 2026.01-30 05 10:05 UTC 1
B stonan . 3 Demo demo@ et Devce Deautnonzation of gevice for industrai1), 00 E6.07.020000 0UEG 07020008 202601 958 UTEH
4 Demo demaigaurcore net Login Logi succeeded 2026.01-30 145432 UTCA8
[ sysem Lags - 8 o
s Deme: demogpaurcore net Logn Logi succesded 2026-01-30 14.52:45 UTC+6
Operalion Log
[ Demo aemagaurcore net Login Login succeesea 20260130 14:29.53 UTC+8
£ iormation
Autherzanon of device for [Campus-1] project 07000005 00 E6.0700.0006 .
7 Demo User demaz@aurcore net Device - . 20260130 012301 UTCS
8 Demo demaigaurcore net Login Logi succeeded 2026.01-30 13 1548 UTCA5
] Demo User demazgaurcore net Project Recieved industnak-1) project 2026-01-30 06:15:33 UTC 1
© Demo aemagaurcore net Project ‘Share (Inqusirai1] project 2026.01-30 0615133 UTC+1

3.7. Information

(1) Project Information: Display message content, reading status, add time,

detailed information.

AURC*RE 11 & @ @omv 3

@ Home
= Proges
3 Baich Confl v ¥ Content Staws Add Time Action
& Devices v 1 The Indusirial-2 project link you handed over to Demo Userfdemo2@aurcore net) is no longer vaiid 12 131448 UTC+8 Detaits
b Aets N 2 Diemo User(dema2 @aurcore nef) has agreed fo the indusirial-1 project you siared 20260130 131533 UTC+8 Delalls
@ siemap -
Demo Useridemo2daaurcore net shared ihe Campus-1 project with you 2026-01-29 20,35 58 UTC-5 Deaits
B sysemiogs  ~
4 @aurcore nei} shared the Campus-2 project wih you Detais
01 information -

Project infarmatian

System Infomation

It can be displayed according to different Statuses.

Status - | All . ]

All
g Read

Unread
1 g

Click BEUERNERETE  to Read All.
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AURCORE =

) vome
s Al
& Projecss
== Baich Config - # Cantent Status.
) Devices - 1 ‘The Indtustiak2 project ik you handed over to Demo User{dsmo2@aurcore net) | 1o longer vaikt
I Alerts - 2 Demo Userfdemo2@aurcore net) has agreed 1o the Industrial. 1 projact you shared
0 siemap -
3 Demo User(emoZ@aurcare. net) shared the penject with you
B syemiogs -
n Dermo User(emo? @iaurcore net) shared the Camgus-2 peoject wih you
[ intormation -

Project Information

‘System Information

Click B2LE =N to Refresh Information List.

AURCORE =

{n) Home
Sus: Al

& propecs
Z: Baich Config - # Gontent status
) Dewces - 1 The indusirial-2 project Ik you handed over 1o Demp User{demaz @aurcore.net) s no longer vaid
o Aers - 2 Demo Userdema2(@AUrcore net) ias agreed 1o me INausinal-1 project you shared
B Site Map “

3 Diemo User(demo2@aurcere.nel) shared the 1 project with you
& sysemiogs v

4 Demo User{deme2@aurcore. el shared the Campus-2 project wilh you

Q information =
Project Information

Sysiem Infomaon

Show the detail of the operation information through

Info X

The Industrai-2 profect ik you handed over to Demo User(demo2@aurcore ne
1)1 o anger valia

\ 6 Q @oemow

Add Time

20260202 13:14:48 UTCH8

2026.01:30 131533 UTCH8

20

292035 58 UTC-5

2026.01-30 033543 UTC+8

Add Time.

2026.02.02 131448 UTC+8
2026.01:30 131533 UTC+8
20060129 20 3558 UTE§

2026.01-30 09°3543 UTC+8

“Details” button.

Action

Details

Detaiis

Detaits

Detais

(@ oemo

Action

Detats

Detass

Detais

Detats

(2)  System Information: Displays system information, and the operation and

viewing methods are similar to those mentioned above.
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AURCORE =

ome

4. Device Bond Key Points

4.1. How to bind device to the ACC.

Here are three steps to bind your device to ACC platform:

Step 1: Connect the device to the internet, make sure the device can visit the ACC

platform.

In order to connect to the internet, the device need a IP first, here are two methods

to configure IP for the device:

® StaticIP

AURCRE ©Reboot @Save OReset B Logout

1Pv4 Config

1Pv4 Config

VLAN Interface 1P Mode 1P Address Netmask

® Dynamic IP
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©Reboot @ Save O'Reset [ Logout

AURCRE

BB oooo

®oisabled B10M/100M B1G and above Bioop

ollapse
1Pv4 Config

IP Mode  Dynamic v /
P ===
Switch
&5 VLAN
Check whether the device can connect to the ACC before binding.
AURCRE © Bsave O :
*5H Conflg @oisaviea W1om/100M B1G 3nd sbove Wioop
1t Statistics Ping

Server address  aurcore-cloud.cont
Ve s

Ping Result

Step 2: Set the MQTT address as ACC address. The default address is "aurcore-
cloud.com” , most of the time, there is no need to change the address, unless you

want to connect to a new address.
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AURCTRE

BSave OReset B Logout

& system Setting 4
@ Monkor Magement - % oo0po
NN ER R
SSH Conflg Woisabied M10/100M BIG and above Bicop
Telnet Config
Port Statistics

DOMI Status

MQTT Client Status  Enabled v
Ping

Traceroute
Session Timeout Time 30
Cable Disgnostics

SNMP Config »
RMON Canfig »
Onvit Config » Server Address  aurcore-cloud com
Loopback Detection ) MQTT Server Port | 1883
Cperation - -
LLDP Config » pe
MTT Config
Switch »
Server Mum Server Address MQTT Server Port
& v > Config aurcore-loud.con a
ok »
= DHCP »

The way to set a new address of the ACC platform as below:

AURCCRE WReboot @Save O Reser B Logout
& System Setting > A a N
AL S5 00
SSH Conflg

@oisaied @10m/100M B1G and above Bioop
Telnet Config

Coltapse
Port Statistics
MQTT Basic Setting
DDMI Status
MQTT Client Status  Disabled . -
Ping
Server Auto Discovery = Disabled v -

Session Timeout Time 30
Cable Diagnostics

SNMP Cor »

RMON Config »

» Server Address 1921681937 %
oopback Detection i MQTT Server Port 1883

LLDP Config 3 Operation Add -

MQTT Config
B switeh >

ol MarT server Port

& VAN , ; -

PoE »

If the “Sever Num” is “active” that means this device has connected to the ACC.

AURCTRE @ Reboot @Save Reset B Logout
& System Setting > s s
B Montor Mansgement ~ ﬁ 0o0oo
EI e T
SSH Config

@0isabied B104/2004 3G and above Bloop
Telnet Conflg

Collapse

MQTT Basic Setting

Port Statistics

DOMI Status
MQTT Client Status | Enabled v
Ping
Server Auto Discovery | Enabled v
Traceroute

Session Timeout Time 30 default
Cable Diagnostics

P Conig N

Loopback Detection > MQTT Server Port | 1883 lefault 1983
et e
& Switch >
& VAN > aurcore-doudcom Lo
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Step 3: Add your device to the ACC platform, and you can see the device is bond

successfully or not.

i o ns
AURC RE = 6 & @Qmm- 3
Q Home
Total Devices Total Alerts
2 Puogecs
4435 57008
= Batcn Contg Created by Me(1)  Shared with Me(0)
& Devices
Time Action
£ Aens > \
57007 2026.05:20 111847 UTCH8 25044 st Map Topo Ect Ngare
D stenap 1 Devie
Transfer
£ systemLogs
Q information =
Add Device X
# Device Type Product Model MAC Address SN Import time Verification results Single import
Batch import
2026-06-0510:25:52
1 00:E6:07:00:1F FE Success Delete
UTC+8
2026-06-05 09:39:58
2 Switch AES4002 00:E6:07:00:06:04 38025100001 Delete
utcss
2026-05-2519:38:31
3 Switch AIS2002 00.E6:07:00:21:1C 56425120001 Success Delete
UTC+8
-05-23 17. 7
4 00:E6:07:000D:8E e S ot Success Delete
uTC+8
2026-05-2116:55:39
5 Switch AES2002P 00.E6:07:00.04:74 25425100001 Delete
utC+s
2026-05-20 14:55:40 "
6 Switch AES2001P 00:E6:07:00:00:08 'SNO0000001 uTCHs Success Delete
-20 14:27:41
7 Switch AIS4001P 00:E6:07:00:0F 4E 54525100001 AP M2 Success Delete
uTCHs
Totals  10fpage [ 1 ] Goto 1

Single Add

You can check the online status of added devices via the device list.
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AURCTRE = 6 & @oemv i
G Home

Unknown Device Switch Router ‘Wireless AP IPC
P ® 44 ® 55 # /0 2 g & o000

= gatcn Contg

© Devies
Q) Davice Type Device name Product Model - MAC © P SN C Geographic Location Action
Asse
o A
nd Devio mor
n AIS2004F 1 Hon
€607 afigqure
n 172162 1 "
h AIs2 1 Mor

4.2. How to unbind device from the ACC.

Here are two steps to unbind device from the ACC:

Step 1: Disable the ACC connect from the MQTT model on the device side, the

status is “Config” .

AURC*RE ©heboot BSwe OReset B
: 4 6 8
00000
5 Casllp @oisabled W10M/1004 @G and abave Bioop
Port Statist
MQTT Basic Setting
DDMI Status
MQTT Client Status Disabled k4 /
Ping
Server Auto Discovery  Disabled - /

Session Timeout Time 30

—e—
Lok MQTT Server Port | 1883
o

Step 2: Revoke the selected device authorization first, and the device will be deleted

automatically.
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AURCRE

POBBIDDIL D
2

4.3. Common Troubleshooting

1) The status of the device added to the ACC is offline.
< Check if the device can access the public network or the ACC platform.

< Check whether the MQTT cloud platform address is correct and whether

the status is active.
2) A prompt of device addition failure appears when adding devices.
< Check whether the MAC address is correct.

< Verify whether the MAC address is occupied by another account; request

the original user to unbind the device beforehand.

< If the original user is unavailable, contact ACC administrators to unbind the

device.
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